CHAPTER X
SECURI TY EDUCATI ON

10- 100 Responsibility and Objectives

Heads of DoD Conponents shall establish security education progranms for
their personnel. Such prograns shall stress the objectives of inproving the
protection of information that requires it. They shall also place enphasis on
the bal ance between the need to release the maxi mum information appropriate
under the Freedom of Information Act (DoD Directive 5400.7, reference (p)) and
the interest of the Government in protecting the national security.

10- 101 Scope and Principles

The security education program shall include all personnel authorized or
expected to be authorized access to classified information. Each DoD Conponent
shall design its programto fit the- requirements of different groups of
personnel. Care nust be exercised to assure that the program does not evolve
into a perfunctory conpliance with formal requirenents w thout achieving the
real goals of the program The program shall, as a mninmum be designed to:

a. Advise personnel of the adverse effects to the national security that
could result from unauthorized disclosure and of their personal, noral, and
| egal responsibility to protect classified information within their know edge,
possession, or control;

b. Indoctrinate personnel in the principles, criteria, and procedures for
the classification, downgrading, declassification, marking, control and
accountability, storage, destruction, and transm ssion of classified infor-
mation and naterial, as prescribed in this Regulation, and alert themto the
strict prohibitions against inproper use and abuse of the classification
sys tern;

c. Famliarize personnel with procedures for challenging classification
deci sions believed to be inproper;

d. Famliarize personnel with the security requirenents of their
particul ar assignnent;

e. Inform personnel of the techniques enployed by foreign intelligence
activities in attenpting to obtain classified information, and their respon-
sibility to report such attenpts;

f.  Advi se personnel of the penalties for engaging in espionage activities;

g. Advise personnel of the strict prohibition against discussing clas-

sified informati on over an unsecure tel ephone or in any other manner that
permts interception by unauthorized persons;

x-1



h. Inform personnel of the penalties for violation or disregard of the
provisions of this Regulation (see paragraph 14-101 b.);

. Instruct personmnel that individuals having know edge, possession, or
control of classified information nust determ ne, before dissem nating such
information, that the prospective recipient has been cleared for access by
conpetent authority; needs the information in order to performhis or her
official duties; and can properly protect (or store) the information.

J- | NFORM NEWY ASS| GNED PERSONNEL, | NCLUDI NG CONSULTANTS AND EXPERTS,
AS TO THE PROPER PROCEDURES FOR THE PROTECTI ON OF CLASSI FI ED MATERI ALS AND
| NFORMVATI ON DURI NG OFFI CE ORI ENTATI ONS. NEWLY ASSI GNED PERSONS MAY NOT BE MADE
SCLELY RESPONSI BLE FOR SECURI NG CLASSI FI ED MATERI ALS OR OFFI CES UNTIL THEY HAVE
COVPLETED SECURITY ORI ENTATI ONS AND TRAI NI NG DESI GNED TO FAM LI ARI ZE THEM W TH
PROPER STORAGE AND OFFI CE CLOSI NG PROCEDURES . GENERAL KNOW.EDGE COF THE TOTAL
CONTENT OF THI S REGULATI ON MAY BE ACCOWPLI SHED BEST BY | NDI VI DUAL STUDY
REI NFORCED BY DI SCUSSI ON W TH THE OSD COVPONENT SECURI TY MANAGER ON SPECI FI C
POLI CY AND PROCEDURES RELATED B0 THE INDIVIDUAL ° S ASSI| GNMENT.

k. ADVI SE PERSONNEL OF THE REQUI REMENTS TO REPORT SUCH MATTERS AS:
1. PHYSI CAL SECURI TY DEFI Cl ENCI ES .
2. POSSI BLE LOSS OR COMPROM SE OF CLASSI FI ED MATERI AL,

3. I NFORMATI ON THAT M GHT REFLECT ADVERSELY ON THE TRUSTWORTH NESS
CF AN I NDI VI DUAL WHO HAS ACCESS TO CLASSI FI ED INFORMATION .

1. INFORM PERSONNEL OF THE PROPER METHCODS AND CHANNELS FOR REPORTI NG
MATTERS OF SECURI TY | NTEREST.

10-102 Initial Briefings

DoD personnel granted a security clearance (see subsection 7-100) shall not
be permtted to have access to classified information until they have received
an initial security briefing and have signed Standard Form 189, “dassified
| nformation Nondisclosure Agreenent. " DoD 5200. 1-PH-1 (reference (ccc))
provides a sanple briefing and additional information regarding Standard Form
189. O eared personnel enployed prior to the effective date of this Regul ation
must sign Standard Form 189 as soon as practicable but not |ater than 28
February 1990.

a. THE OSD COVPONENT OR ALTERNATE (S) SECURI TY MANAGERS SHALL PROVI DE THE
| NI TI AL SECURI TY BRI EFI NGS TO PERVANENT AND TEMPCORARY ASS|I GNED PERSONNEL. THE
| NI TI AL SECURI TY BRI EFI NG AND CLASSI FI ED | NFORVATI ON NONDI SCLOSURE  AGREEMENT
BRI EFI NG BOOKLET SHALL BE USED TO SATISFY THE REQUI REMENT. HOWNEVER, THE
| NDOCTRI NATI ON SPECI FI CALLY MJST ADDRESS THE SECURI TY ASPECTS OF THE ASSI GNMVENT
AND TAXE | NTO ACCOUNT THE EXPERI ENCE LEVEL OF THE PERSON TO DETERM NE THEI R
KNOWLEDGE OF THE REQUI REMENTS FOR SAFEGUARDI NG CLASSI FI ED | NFORMATI ON.

b. OSD COVPONENT SECURI TY MANAGERS MAY OBTAIN THE BRI EFI NG BOOKLET FROM
PSD .



c. THE STANDARD FORM 189 SHALL BE SI GNED AND FORWARDED TO PERSONNEL
SECURITY DI VI SI ON, DI RECTORATE OF PERSONNEL AND SECURITY, WHS .

10- 103 Refresher Briefings

Prograns shall be established to provide, at a m ninmm annual Security
training for personnel having continued access to classified information. The
el ements outlined in subsection 10-101 shall be tailored to fit the needs of
experienced personnel.

a. & OSD COMPONENT OR ALTERNATES(S) SECURI TY MANAGERS SHALL PROVI DE
THE REFRESHER SECURI TY BRI EFI NG FOR ALL PERSONNEL EACH CALENDAR YEAR. ATTENDANCE
| S MANDATORY.  MATERI ALS SUCH AS VI DEO TAPE RECORDI NGS, SECURI TY POSTERS,
HANDQUTS , AND OTHER RELATED | NSTRUCTI ONAL MATERI AL MAY BE OBTAI NED FROM PSD .

b. A WRITTEN REPORT SHALL BE SUBM TTED TO PSD G VING THE NAMES OF THE
I NDI VIDUALS WHO ATTENDED THE TRAINING AND THE MATERI AL ANDY OR TOPI CS COVERED .

10- 104 Foreign Travel Briefings

a. Personnel who have had access to classified information shall be given
a foreign travel briefing, before travel, to alert themto their possible
exploitation under the follow ng conditions:

1. Travel to or through communist-controlled countries; and

2. Attendance at international scientific, technical, engineering or
ot her professional neetings in the United States or in any country outside the
United States where it can be anticipated that representatives of
Communi st-control Il ed countries wll participate or be in attendance. (See al so
DoD Directive 5240.6 (reference (gg) ) .

b. Individuals who travel frequently, or attend or host neetings of
foreign visitors as described in a. 2., above, need not be briefed for each
occasion, but shall be provided a thorough briefing at |east once every 6
mont hs and a general rem nder of security responsibilities before each such
activity.

ALL M LI TARY AND CI VI LI AN PERSONNEL ASSI GNED TO OSD, HAVI NG ACCESS TO
CLASSI FI ED MATERI AL , SHALL RECEI VE A FORElI GN TRAVEL BRI EFI NG FROM PERSONNEL
SECURITY DI VISION , DI RECTORATE OF PERSONNEL AND SECURI TY, WHS .

10-105 Term nation Briefings

a. Upon termnation of enployment, admnistrative wthdrawal of security
cl earance, or contenplated absence fromduty or enploynent for 60 days or nore,
DoD mlitary personnel and civilian enployees shall be given a termnation



briefing, return all classified material, and execute a Security Term nation
Statement. This statenment shall include:

1.  An acknow edgnent that the individual has read the appropriate
provisions of the Espionage Act (reference (yy)), other crimnal statutes, DoD
regul ati ons applicable to the safeguarding of classified information to which
the individual has had access, and understands the inplications thereof;

2. A declaration that the individual no |onger has any docunents or
material containing classified information in his or her possession,

3. An acknow edgenent that the individual will not conmunicate or
transmt classified information to any unauthorized person or agency; and

4. An acknow edgenent that the individual wll report without delay to

the FBI or the DoD Conponent concerned any attenpt by any unauthorized person
to solicit classified information.

b. Wen an individual refuses to execute a Security Term nation Statenent,
that fact shall be reported i mediately to the security nmanager of the
cogni zant organi zation concerned. In any such case, the individual invol ved
shall be debriefed orally. The fact of a refusal to sign a Security
Term nation Statement shall be reported to the Director, Defense Investigative
Service who shall assure that it is recorded in the Defense Central Index of
| nvestigations.

c. The security termnation statenent shall be retained by the DoD
Conponent that authorized the individual access to classified information for
the period specified in the Conponent’s record retention schedules, but for a
m ni mum of 2 years after the individual is given a termnation briefing.

d.  ALL M LITARY AND CI VI LI AN PERSONNEL ASSI GNED TO OSD SHALL RECEI VE A
TERM NATI ON BRI EFI NG FROM PERSONNEL SECURI TY DI VI SI ON, DI RECTORATE OF PERSONNEL
AND SECURI TY, WHS.



